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Introduction

In order to get it to work, it is important to setup the database, to fit with the design for
PLCSQL link.

This manual is for MySQL 5.7, 8.0012 but can also be used as guidance for previous
versions. PLCSQL Link don’t support MySQL above version 8.

For guidance in setting up PLCSQL link PLC program, we refer to the document
“‘PLCSQL PLC Installation Manual”.

If you still have questions after reading this manual, please send them

to info@plcsagl.com
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How does the system work?

We have tried to make a system where it is possible to communicate with a SQL data
base without being an “SQL expert”, nor being an “PLC expert” regarding
communication etc. the system contains a “standard” PLC program, and a “standard”
SQL data base that “fits” together.

In the PLC we are using the following basic tag types:

Bool. Is stored in an “Bool” table in the database.
Int. Is stored in an “Int” table in the database.
Dint. Is stored in an “Dint” table in the database.
Real Is stored in an “Real” table in the database.
String Is stored in an “String” table in the database.

To distinguish between the different tags, every tag has a specific number.

In the PLC there is an “Array” that contains all the tags, and in the database the
different tables contain the corresponding data types and numbers as in the PLC, so
you have complete control with the tags.

Now, somebody will ask, “but we have to connect an existing data base”, yes that is no
problem, you can easily interconnect between different data bases, so we strongly
recommend to “make” a data base exclusively for PLCSQL, so you easily can check
where the problem could be when something is not working.

On the following pages there is a schematic view of the layout and the possibilities you
have with the PLCSQL system.

A

Please note the following.

Parameter 10001, 15001, and 30001 is used internally in the “Log” parameters and in
the “Recipe” parameters. DON'T write to these parameters.

10001: SetCount
15001: SetID
30001: DateTimeStamp.

Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
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How does PLCSQL work, Log, write to SQL server

In Mssqgl we want to store the Value 2.3009 in the ParamID[1].

First we need to setup the Call in the PLC for the stored procedure in Mssql.

Comnect~ % % m 7 3.3
B 5. 5MPC1603\SQLEXPRESS (SQL Server 120.2000 - ALSM\fbh)
- Databases
# (3 System Databases
# |J PDHS_LOG
# |J PDHS_SPECS
= |3 PLCSQL
# [ Database Diagrams
# (@ Tables
# (3 Views
# [ Synonyms
= (@ Programmability
4 Stored Procedures
+ (3 System Stored Procedures
# [ dbo.GetTest
# & dbo.Lastlog
# [ dbo.ShowlLiveData
# B dbo.sp_CreateTable
3
3
P

& dbo.sp BetParamSet

& dbedp_GetParamSetld
bo.sp_RecreateAllTables

= dbo.sp_SaveParams

2 dbo.sp_Search

In SQL_Initialize DB you setup the SQL.SQL_Client.SQL_Setup.Query3 to match the
procedure in Mssql: "SQL".SQL_Client.SQL_Setup.Query3 := 'CALL sp_SaveParams
(1, $'Log$',

~ 2] PLCSQLALink
48 sQL_Call [FC21
=g Initialize [FC21460]
4 SQL_LogVvalues [FC21462]
4 SQL_RecipeValues [FC21461]
2% SQL_Client [FB21461]
2 SQL_Controller [FB21460]
@ sQL[DE21460]

» g System blocks

"SQL".5QL_Client.S5QL_Setup.PDateTimeSt 1= 30001;

1t parameter for Date / Time pa

@ om oo o

the "Log™ and "Recipe™ data when logging, for test,
/ write claim

» [§ Technology objects L

» External source files 1 {Query 2)

» E PLC tegs i { Client.5QL Setup.Query2 := 'CALL sp GetParamSet ($'Recipes’,'s

¥ e tchand orce ables QL".5QL_Client.5QL_Setup.Query3 := 'CALL sp_SaveParams (1, $'Logs', ';

v [ Online backups

» E Traces

. . |
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
"

- 3.doox AILSNINTEIK
Ref. MySQL Version 2018-3 Revision: 2019-03-27 by FBH |

Page 5 of 38



Installation Manual: MySQL for PLCSQL link

In the PLC we move the value 2.3009 to the SQL DB

@ TestData [DB21461] | =

= [%z] PLCSQL-Link - MNetwork 2: a REAL Value Parameter 1
B 5QL_Call [FC21463] ment
38 SQL_Initiak C21460]
W4T LogValues [FC21462] *SQL" LogParm.
4 SQL_RecipeValues [FC21461] UpdatedParamet
28 5QL_Client [FB21461] MOVE ers[1]
4 SQL_Controller [FE21460] [ EN —— { }
@ 5oL [DBE21460] i 23009 — N “=0L" LogParm.

b - System blocks e I s MREALL ]

?ﬂg Techneology cbjects

External source files

ps

And we tell the system that there is an updated value on ParamID[1].

Last we set the bit SQL.LogStart and the value is stored in mssq|l.

Ref. MySQL Version 2018-3 Revision: 2019-03-27 by FBH |

- Metwork 6: Requeststart log data to SQL server
#"MNow _
Frogram_wants_
to_log_data” "SQL".LogStart

| 1 [< 1
1 1 15}
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In Mssqgl we can see that the Value 2.3009 is stored in ParamID[1].

i PLCSQL
+ (@ Database Diagrams
- [ Tables

# [ System Tables
3 FileTables
§ O dbo.Log_BOCOL
1 dbo.log_DAT
3 dbo.Llog_Pebug

[ Resulis [y Megsages
FParamValue
2.3009

2 3455
3 406.8
1 23009
2

a

345,93

ACE O

Right click on dbo.Log_REAL and select top 1000 rows to see the view.

Paramld[1] is defined as a REAL type in both the PLC and Mssq|.

hd E PLCSQL-Link 76 4l = » Tmp_Out Struct
4 SQL_Call [FC21463] 77 410 = » TCONpar_IP4 TCON_IP_v4
&5 78 @ = » SQL_Client "sQL_Client”
38 sQL_Log¥alues [FC21462] 79 <@ = » TRCV_Instance TRCW
8 s0L » TCOMN_Instance TCON
s » TSEMD_Instance TSEND
& ZQL_Controller [FB21460] 82 » TDISCOMN_Instance TDISCON
@ 5L [DR21460] B » Timeout TON_TIME
b | System blocks 84 |« = LogParm Struct
» [ Technology objects 85 4l = ParamREAL Array]1."LogParmREALMax"] of .. IE‘
» External source files 26 <l L ParamREAL[1] Real 2.3009
» [g PLCtags 87 | s ParamREAL[2]  Real 0.0
» TM PLC data types 88 4m = ParamREAL[3] Real 0.0
» Sngatch and force tables 89 = ParamREAL[4]  Real 0.0
How does PLCSQL work, Recipe, read from SQL server
In Mssqgl we want to read the stored value in ParamIDI[3].
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18- ! ;
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First we need to setup the Call in the PLC for the stored procedure in Mssql.

= 1 PLCSQL
4 [ Database Diagrams
# (3 Tables
+ [ Views
# [ Synonyms

3 Programmability
. Stored Procedures
+ (3 System Stored Pro
# B dbo.GetTest

0.sp_CreateTable

-

# [E dbo.sp_GetParamSetid

+ & dbo.sp_RecreateAllTables
+ [=1 dbo.sp_SaveParams

# & dbo.sp_Search

SQL_Initialize DB you setup the SQL.SQL_Client.SQL_Setup.Query2 to match the
procedure in Mssql: "SQL".SQL_Client.SQL_Setup.Query2 := 'CALL sp_GetParamSet
($'Recipe$',;

> &) PLCSQLALINk 55 // DateTimeStamp
& sQL_Call[F 56 "SQL".SQL_Client.SQL/Setup.PDateTimeStamp := 30001; //Default paramster for Da
mitialize [FC21460] 57 // Timeout before yeset of PLCSQL system if something goes wrong
4 SQL_LogValues [FC21462] 58 "5QL".5QL Client.pQL Setup.Timelut := t#l0s; // Default 10 Sec.
4 5QL_RecipeValues [FC21461] EE
& SQL_Client [FB21461] &o
4 50L_Controller [FB21460] GL SSSITITEEEEE S L 88T iiiiiiiiddidddddddddddiiiiiiiidddiiddddddtddsiiiiiivy
// Stored prbcedures
@ 50L[DB21460]

» r;h. System blocks
» [3 Technology objects

// Here yfu can chance between the "Log" and "Recipe™ data when logging, for t

1
62
L &3 // Log stoyed procedure ({ Query 3)
64
5 // or if/ there is an read / write claim
o

4 External source files M [
13 Ea PLC tags b [ // Bgfipe stored procedure (Query 2)
» [ PLC data types ul 63 "SQL".5QL_Client.S5QL_Setup.Query2 := 'CRALL sp_GetParamSet ($'Recipe$’,’';
» E{Wﬁtchand force tables L] // Log stored procedure (Query 3)
» EOnIine backups ZI‘J "5QL".5Q0L_Client.5QL Setup.Query3 := "CRLL sp SaveParams (1, $'Logs', ';
. . |
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Move the received data from Mssql to your variable in the PLC.

w [&] PLCSQL-Link
4 5QL_Call [FC21463]
48 5QL_lnitialize [FC21460
& 50QL_Lo TFC21462]
SE0L Recipevalues [FC21461]
28 s0L_Client [FB21461]
4 SQL_Controller [FBE21460]
@ 50L [DB21460]
b g System blocks

i r:* Technology objects
: External source files
b ':a FLC tags
[ PLC data types
- [z2 Watch and force tables

w7 : ParamlID 3:Real

"sQLT.
RecipeParm.
UpdatedParamet
ers[3] MOVE
—— ———=& Eno
"sQL". 'Tﬁ._tnata'_
RecipeParm. = 0UT Recieve.R3

FParamREAL[3] N

In the Plc we need to trigger the start log bit.

w [&:] PLCSQL-Link

B=GL_call [FC21463]

4B SQL_Initialize [FC21460]
3 5QL_LogValues [FC21462]
4 5QL_RecipeValues [FC21461]
28 5QL_Client [FB21461]
4 SQL_Controller [FBE21460]
@ 5oL [DB21460]
} g System blocks
[ Technelogy objects
External source files
':g PLC tags
[\-ﬂ PLC data types
[ Watch and force tables
[ online backups
?5 Traces
[§, Device proxydata
ﬂ'i Program info
[.f PLC supervisions &alarms
E] PLC alarm text lists
p_u Local modules
i PLCSQL_KTP_1200 [KTP1200 Basic PN]

HEguy — e
StatusCode — 0

StatusValue 0

Network 5: Request start retrieve recipe data from SQL server

receive_recipe_
data
1 |

"SQL" RecipeStart
{5}

Network 6: Transfer recipe values from SQL controller to user program

Comment

"SQL. WFC21461
RecipeDone "S0QL_RecipeValues”
—————k&n ENO

Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
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In Mssqgl we want to read a Real value with ParamID 3 from Recipe

J PLCSQL
# (@ Database Diagrams
= (3 Tables
+ [ System Tables
3 FileTables
# O dbo.log_BOOL
7 O dbo.Log DATETIME

100% -

[ Resulis [y Messages
S_e_tl!}._F‘arumlD ParamVal.

3 O dbo.log_Debug i 2,3008
# O dbo.Log_DINT 4.4
# O dbo.Log INT 3231
@ dbolog_|
+# 0 dbo.Llo
# 3 dbo.Rgcipe_BOOL
# O dbgRecipe_DATETIME
+ O dpo.Recipe_DINT
# O Abo.Recipe_INT
Right click on dbo.Log_REAL and select Top 1000 rows to see the view.
Paramld[3] is defined as a REAL type in both the PLC and Mssq|.
« [&] PLCSQL-Link 85 |<ag RecipeParm Struct
3| SQL Call [FC21463] 86 i ¥ ParamREAL Arrayl1."RecipePar...
& SQL_Initialize [FC21 87 -ai ParamREAL[1] Real
F = . C21462] 28 -1 ParamREAL[Z] Real
E -2 89 - PararmREAL[3]  Real
a8 s o0 |«ad PararmREAL[4]  Real
& 58(_Controller [FB21460] a1 |4 ParamREAL[S]  Real
@ 5QL [DB21460] Eol ez lam = ParamREAL[6]  Real
b g Systern blocks 93 a1 - PararnREAL[7]  Real
v [ Technology ohjects 94 |- - ParamREAL[B]  Real
3 External source files 95 -m a ParamREAL[9] Real
b Lg PLCtags 96 < ] ParamREAL[10] Real
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18- !
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Example software

In this example we are using the program “MySQL Server” Ver. 5.7.23 Installed on “Windows 10

Professional 64 bit”.

With this installation manual you are able to setup the database server, for getting and putting

data by the PLCSQL link.

Downloading MySQL

Download MySQL Installer from https://dev.mysqgl.com/downloads/installer/.

Generally Available (GA) Releases

MySQL Installer 8.0.12

Select Operating System:

Microsoft Windows

Windows (x86, 32-hit), MSI Installer

(mysql-installer-web-community-8.0.12.0.msi)

Windows (x86, 32-bit), MSI Installer

(mysql-installer-community-8.0.12.0.msi)

@ We suggest that you use the MD5 checksums and GnuPG signatures to verify the integrity of the pac

8.0.12

8.0.12 273.4M

s you download.

Looking for previous GA
versions?

bd57f@fbd7e3888d18FBc21bB1686 | Signature

MD5: 53b329bbB83db@61862969b67 c68b6TE7 | Signature

MySQL suggest to download the latest version. Click on “Looking for previous GA
versions?” to find the 5.7.23 version.

Generally Available (GA) Releases

MySQL Installer 5.7.23
Select Version:
5723

Select Operating System:

Microsoft Windows

Windows (x86, 32-bit), MSI Installer

{mysgl-installer-web-community-5.7.23.0.msi)

Windows (x86, 32-bit), MSI Installer

(mysql-installer-community-5.7.23.0.msi)

0 We suggest that you use the MD5 checksum

NI 15.9M

Looking for the latest GA
version?

MD5S: 348be559b268b%ec56bdfd@bd6baddct | Signature

3.7.23 371.0M

MD5: 95292884366994464ab377ec196d9ecc ‘ Signature

UPG signatures to verify the integrity of the packages you download.

Download the complete package (my-installer-community-5.7.23.0.msi)

AILSINMIINICIK
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Install MySQL Server

After download execute my-installer-community-5.7.23.0.msi.

MySOL Installer - *®

MySQL. Installer Choosing a Setup Type
Adding Community

Pleasze select the Setup Type that suits your use caze.

g a Setup Type (O Developer Default Setup Type Description

Installs all products needed for !nstallsl all of the products available in this catalog
MySOL development purposes. including MySQL Server, MySQOL Shell, MySQL
Router, MySOL Workbench, MySCOL Connectors,
documentation, samples and examples and

O Server only much more.

Installs only the MySOL Server
product,

(O Client only

Installs only the MySCL Client
products, without a server.

(®) Full

Installs all included MySCQL
products and features.

() Custom

Manually select the products that
should be installed on the
system.

| Mext > | | Cancel |

Under Choosing a Setup Type, select Full to install MySQL Server, MySQL Workbench and
more.

Follow the installation guide of the software.

Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18- !
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Firewall

After installing MySQL server port 3306 need to be opened in the firewall.

On Windows 10, open Windows Defender Firewall with Advanced Security. Click Start, type
Windows Defender Firewall, and the press ENTER.

File Action View Help

&= | H=

0 Windows Defender Firewall wit]
B3 Inbound Rules
Outbound Rules
,5‘!. Connection Security Wule
la Menitoring

0 Windows Defender Firewall with Advanced Security

Windows Defender Firewall with Advanced Security provides network security for Windo

'@‘ Windows Defender Firewall is on.
Q Inbound connections that do not match a rule are blocked.
@' Outbound connections that do not match a rule are alowed

Private Profile

'@‘ Windows Defender Firewall iz on.

O Inbound connections that do not match a rule are blocked.
@' Outbound connections that do not match a rule are allowed

Public Profile is Active
'@ Windows Defender Firewall is on.

Q Allinbound connections are blocked.

@' Outbound connections that do not match a rule are allowed

g Windows Defender Firewall Properties

Getting Started

Authenticate ications bety n computers

Create connection security rules to specify how and when connections between computers are
protected by using Intemet Protocol security {IPsec).

g Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specfied programs or ports. You can also &
it is authenticated. or if it comes from an authorized user, group. or computer. By default, inboun
blocked unless they match a rule that allows them, and outbound connections are allowed unle
blocks them.

Windows Defender Firewall with Advanced Security on Local Computer

-

Actions
‘Windows Defender Firewall with Advanced Security on Loc.. &
= Import Policy...
= Export Policy..

Restore Default Policy

Diagnose / Repair

View 4
G| Refresh
Properties

Help

Right click on Inbound Rules and select New Rule...

AILSIMINICIE
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ﬁ Mew Inbound Rule Wizard *
Rule Type
Select the type of firewall nule to create.
Steps:
& Rule Type What type of ule would you like to create ?
& Protocol and Ports
@ Action ) Program
@ Profile Rule that controls connections for a program.
@ Mame i® Port
Rule that controls connections for a TCP or UDP port.
(") Predefined:
AllJoyn Router
Rule that controls connections for a Windows experience.
() Custom
Custom rule.
< Back Mext = Cancel
In New Inbound Rule Wizard select Port and click Next >
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
. 3.docx AILEINNICIE
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ﬁ Mew Inbound Rule Wizard *
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Dioes this rule apply to TCP or UDP?
& Protocol and Ports (@ TCP
@ Action ) UDP
@ Profile
@ Mame ) =
Dioes this rule apply to all local ports or specific local ports?
() All local ports
(@ Specific local ports: |33E'E|
Example: 80, 443, 5000-5010
< Back Mext = Cancel
Under Specific local ports, enter 3306 and click Next >
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18- !
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Action

Steps:

ﬁ Mew Inbound Rule Wizard

@ Bule Type

& Protocol and Ports

Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

(@) Allow the connection

@ Action This includes connections that are protected with IPsec as well as those are not.
& Profile
. (") Allow the connection if it iz secure
: ams This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
(") Block the connection
< Back Mext = Cancel
Click Next >
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18- !
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ﬁ Mew Inbound Rule Wizard *
Profile
Specify the profiles for which this rule applies.
Steps:
@ Rule Type When does this rule apply?
& Protocol and Ports
@ Action Domain
& Profile Applies when a computer is connected to its corporate domain.
& MName Private
Applies when a computer is connected to a private netwark location, such as a home
or work place.
Public
Applies when a computer is connected to a public network location.
< Back Mext = Cancel
Click Next >
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18- !
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Name

Steps:
# Rule Type

» Action
# Profile

» Name

ﬁ Mew Inbound Rule Wizard

Specify the name and description of this rule.

# Protocol and Ports

Name:

[MySQL 3306

Description {optional):

<B

Cancel

Enter a name of the rule and click Finish.

Verify that the MySQL server can be accessed remotely. Try from another computer to access
the MySQL by using MySQL Workbench.

Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
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Setting up MySQL Server IP address.

dInternet » Metwork Connections »

L" Local Area Connection 2
e

-

Unidentified network

W Intel(R) 82579LM Gigabit Network...

Select the net card you want to use to communicate with the PLC.

0 Local Area Connection 2 Status P
General
Connection
IPv4 Connectivity: Mo Internet access
IPvia Connectivity: Mo Internet access
Media State: Enabled
Duration: 03:35:04
Speed: 100.0 Mbps
Activity
Sent L! Received
e
=
Packets: 407 i}
[ '&'Properﬁes ] [ '&'Disable ] l Diagnose l

Double click on the net card to open the setup utility.

Select “Properties”

Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
. 3.docx
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Select “Internet Protocol Version 4 (TCP/IPv4)”

E] Local Area Connection 2 Properties

Networking | Sharing

Connect using:

This connection uses the following items:

L¥ Intel(R) 82579LM Gigabit Network Connection

& Clignt for Microsoft Networks
Bl 0305 Packet Scheduler
Q File and Printer Sharing for Microsoft Networks
i Intemet Protocol Version & (TCP/IPvE)
=i |mtemet Protocol Version 4 (TCP/1Pvd)
4. Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

Description

Uninstall

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networls.

Select “Properties”

oK

] [ Cancel

Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
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Select “Use the following IP address”

Internet Protocel Version 4 (TCR/IPv4) Properties

General | Alternate Configuration |

IP address:
Subnet rask:

Default gakeway:

Preferred DS server:

Alternate DNS server:

[validate settings upon exit

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(7) Use the following IP address:

() Obtain DNS server address automatically

(@) Use the following DNS server addresses:

][ Cancel ]

Internet Protocol Version 4 (TCR/IPv4) Properties

General

IF address:
Subnet mask:

Default gateway:

Preferred DNS server:

Alternate DNS server:

‘fou can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

Obtain DMS server address automatically

(@) Use the following DMNS server addresses:

[ validate settings upon exit

Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18-
. 3.docx
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J HOLAULO RITE SUTTHITL U & PSS uT

Internet Protacol Version 4 (TCR/IPv4) Properties ?

General

You can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:
IP address:

172, 20 . 82

. 100

Subnet mask: 255 .255.255. 0

Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

Type the IP address you want the server to have, Click “OK”.
It is necessary that the SQL server has a fixed IP address.

" Local Area Connection 2 Properties

Networking | Sharing

Connect using:
ﬂ“ Intel{R) 82579LM Gigabit Networ Connection

This connection uses the following tems:

% Client for Microsoft Networks

SQDS Packet Scheduler

gﬂle and Printer Sharing for Microsoft Metworks

- |rtemet Protocol Version 6 (TCP/IPvE)

& |ntemet Pratocol Version 4 (TCP/1Pwd)

-4 Link-Layer Topology Discovery Mapper /0 Driver
-4 Link-Layer Topology Discovery Responder

[ Ingtall.... ] ’ Uninstall Properties

Description

Allows your computer to access resources on 8 Microsoft
network.

Close Cancel
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If you want to test the connection to the SQL server from another PC, you may use the build in

command “Ping”.
From Windows 10, the “Ping” answer is blocked by the firewall, so you have to enable the

server to answer the “Ping” request.

@ .‘ | @ » Control Panel » All Control Panel tems + Windows Firewall

Centrol Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
¥y Change notification settings How does a firewall help protect my computer?
r.g' Turn Windews Firewall on or What are network locations?
off - -
/1l : ()
& Restore defaults l @ Home or work (private) networks Connected (&
) Advanced settings Metworks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connectiens to programs that are not on the
list of allowed programs
Active home or work (private) networks: |__||ﬂ automatic-syd.local
Notification state: Notify me when Windows Firewall blocks a new
program
l '-@ Public networks Connected (#)

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incominn connectinns: Rlnck all connectinns to nroarams that are not on the

Open firewall, and select “Advanced settings”
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File Action View Help

|

ﬂ Windows Firewall with Advance
3 Inbound Rules
Outbound Rules
#a Connection Security Rules

[> ":_.., Manitoring

Select “Inbound Rules”

ndows Firewall with Advanced Security on Local Computer

ﬁ Windows Firewall with Advanced Security provides network secu

Overview

Domain Profile

'@' Windows Firewall is on.

Q Inbound connections that do not match a rule are blocked.
@ Outhound connections that do not match a ruls are allowed.

File Acticn View Help
| H
P Windows Firewall with Advance I LTS Actions
E3 Inbound Rules MName Group ‘ Profile || Inbound Rules -
Outbound Rules e 0
By, Connection Security Rules . Catalyst Pro Control Center Doma!n Wi MNew Rule..
» %, Monitoring . Catalyst Pro Control Center Domain T Filter by Profile b
. BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All = i
. BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All T Filter by State ’
. BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove..  All SF Filter by Group 4
. Connect to a Network Projector (TCP-In)  Connect to a Metwork Proje..  Private.. View »
.ConnacttoaNEtwork Projector (TCP-In)  Connect to a Metwork Proje..  Domain & Refresh
res|
.Coﬂnacttoa Metwork Projector (W5D Ev...  Connect to a Network Proje..  Domain = _
. Connect to a Network Projector (W5D Ev...  Connect to a Network Proje..  Private.., = Export List...
.Coﬂnacttoa Metwork Projector (W5D Ev...  Connect to a Network Proje..  Domain ﬂ Help
. Connect to a Network Projector (W5D Ev...  Connect to a Network Proje..  Private.., .
I . Connect to a Network Projector (WSD-In)  Connect to a Metwork Proje..  All CICIVE ST AR (N AN -
3 Core Netwnrkinn - Nectination Hnreacha  Core Metwnrkina Al 3 EnableRule
«
Select “New Rule.....
) ) |
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Rule that controls connections for a Windows experience.

Custom

As “Rule Type”, select “Custom”.

0 Custom

rule.

6‘ MNew Inbound Rule Wizard

Steps:
Rule T
Progra

Scope
Action
Profile

MName

Select “Protocols and Ports”.

Protocol and Poris

ype

m

Protocol and Pors

Specify the protocols and pons to which this rule applies.

To which ports and protocols does this rule apply?

Protocol type:

Protocol number:

Local port:

Remote port

Any -

All Pors -

Example: 80, 443, 5000-5010
All Ports -

Example: 80, 443, 5000-5010

Internet Control Message Protocol (ICMP)

settings:

i ) —
E g New Inbound Rule Wizard
1| Rule Type

Selectthe type of firewall rule to create.
k Steps:

i 2

e What type of rule would you like to create?

@ Program

@ Protocol and Ports () Program

# Scope Rule that controls connections for a program.

# Action ) Port

@ Profile Rule that contrals connections for a TCP or UDP port

@ MName -

I Predefined:
BranchCache - Content Retrieval (Uses HTTP) -
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Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

Rule Type

Program

Protocol and Ports

Scope
Action
Profile

Name

Select “ICPMv4”, next.

To which ports and protocol

Protocol type:

Protocol number:

Local port

Remote port:

Internet Control Message F
settings:

s does this rule apply?

[Any v]
Any
Custom
HOPOPT
IGMP

TCP

UDP

IPvE
IPv6-Route
IPv6-Frag
GRE
ICMPvE
IPvE-Mohbd
IPv6-Opts
VRRP
PGM

L2TP

-
ﬁ MNew Inbound Rule Wizard
Scope
Specify the local and remote IP addresses to which this rule applies.
Steps:
Rule Type
Program Which local IP addresses does this rule apply to?
Protocol and Ports @) Any IP address
Scope () These IP addresses:
Action
Profile
MName
Customize the interface types to which this rule applies:
Which remote IP addresses does this rule apply to?
@) Any IP address
() These IP addresses:
Here you can specify witch IP the rule apply to.
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ﬁ New Inbound Rule Wizard

Action

Steps:
Rule Type
Program
Protocol and Ports
Scope
Action
Profile

Name

Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

(@ Allow the connection

This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections will be
secured using the settings in IPsec properties and rules in the Connection Security Rule node.

: | Block the connection

If the connection not is “allowed” it makes no sense in this case.
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Ly ™~

[ @ New Inbound Rule Wizard

t_ Name

Specify the name and description of this rule.

Steps:
Rule Type
Program
Protocol and Paorts emes
Scope Allow_Ping
Action
Profile Description (optional):

Name

Give the rule a name.
Now you should have the possibility to “Ping” the server IP with the build in “Ping” command.

| want also to check if the port 1433 is available, and | found a free tool on the internet that can
check the IP and the Port with the same tool.

The tool is called “Tcping”, just search on the internet.

The tool is running in the “CMD” prompt, just like “Ping”.

C:\Users\KJA>tcping64 172.20.92.100 1433

Probing 172.20.92.100:1433/tcp - Port is 728ms
Probing 172.20.92.100:1433/tcp - Port is 098ms
Probing 172.20.92.100:1433/tcp - Port is 023ms
Probing 172.20.92.100:1433/tcp - Port is 094ms

Ping statistics for 172.20.92.100:1433
4 probes sent.
4 successful, 0 failed.
Approximate trip times in milli-seconds:
Minimum = 1.023ms, Maximum = 7.728ms, Average = 2.

| _ Ly , _
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Create PLCSQL database.

Included in the delivery, there is a script that creates the following in the SQL database.

The default name of the database is “PLCSQL”

o

A

Tables for “Log” data from the PLC to SQL.
Tables for “Recipe” data from SQL to PLC.
Default user “plcsgl” (you may change the user before you run the script).
Permissions to the user “plcsql” to access, read, and write in PLCSQL database.
(you may change the name of the database before you run the script)

Stored procedures that is used to handle the data flow between SQL and PLC.

To Create the database needed for PLCSQL, you will need the program MySQL Workbench. If
you have chosen Setup Type Full server installation, then the file is already installed, if not, then
you have to download it from https://dev.mysqgl.com/downloads/workbench/. Select the newest

version of MySQL Workbench.

The name of the script, is “Create-database-plcsgl_mysql _v02.sqgl”, and is included in the

delivery.
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On Windows 10, open MySQL Workbench. Click Start, type mysqgl workbench, and the press
ENTER.

B MysaL Workbench

@

File Edit View Datsbase Tools Scripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other

database vendors to your MySQL database.
Browse Documentation > Read the Blog > Discuss on the Forums >

MySQL Connections @ ® Q

Local instance MySQL Router

root
localhost:3306

Click on Local instance MySQL Router
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After connected to the Local instance, you will able to manage the MySQL server.

& MysoL Workbench

m} X
w Local instance MySQL Router %
File Edit View Query Database Server Tools Scripting Help
dile OEBEEE & @ =
Y —
MANAGEMENT o 5 @ | Lmtto 1000mws = | 5 | € @ (1 = | [T Fp | dumpto -
6 Server Status

& Client Connections

i Users and Privileges

Status and System Variables
X, Data Export

J, Data Import/Restare

INSTANCE

E Startup / Shutdown

A Server Logs

)’ Options File
PERFORMANCE

iﬂ.‘ Dashboard

(b:_ Performance Reports

(;\ Performance Schema Setup

SCHEMAS L

Q ‘Filter objects

» = I
> = :::5‘1 < > ContextHelp  Snippets
NSNS —
D——I‘ Action Output -
# Time Action

Message Duration / Fetch

T T T o) SRR e A AR SR AR R AR R RS

Object Info ~ Session

Click on Open SQL Script and select Create-database-plcsqgl_mysgl_v02.sql.
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After the Create-database-plcsgl_mysqgl_v02 script has been loaded press Execute.

| B MysaL Workbend — m} { ‘
w Local instance MySQL Router %
File Edit View Query Database Server Tools Scripting Help

ah e sEEEEE L

Create-database-plcsgl_mysal .. SQLAdditions =

MANAGEMENT o B8 |-/

@ | Limit to 1000 rows - | ,{._, | < Q@ \1\ 1= ‘ | Tp| F7ﬂ? ‘ Jump to -
6 Server Status

’ 1 A
5 Client Connections 2
j_ Users and Privileges i
| Status and System Variables 5@ SET SQL_MODE = "NO_AUTO ) N ZERO™;
A, Data Export 6 ® SET time zone = "+B8:00";
L. Data Import/Restore v
| © port/ g e SET @0LD_CHARACTER_SET_CLIENT=|
INSTANCE 9 e ] SET @OLD_CHARACTER_SET_RESULTS
X 16 ® f*1 SET ({@0LD_COLLATION CONNECTION=|
0 startup / Shutdown R - SET NAMES utf® */;
A Server Logs 12
’ Options File 13 & CREATE DATABASE IF NOT EXISTS “plecsql™ DEFAULT CHARACTER SET latinl COLLATE la
14 ® USE “plesql”;
‘ PERFORMANCE 15
| 7 Dashboard 16 DELIMITER $%
2 ashboan 17 ® [C]CREATE DEFINER="root @ localhost™ PROCEDURE "sp_GetParamSet” (
| & Performance Reports 18 TablePrefix TEXT,
| & Performance Schema Setup 13 ) tstring TEXT
28
| SCHEMAS oz 21 DETERMINISTIC
22 BEGIN
| a ‘FI“EI' objects 23 ?
» S | 24 v
| » = :\Jl:sq < > Context Help ~ Snippets
|
R
D——I‘ Action Output -
# Time Action Message Duration / Fetch

| InFormation s

Object Info ~ Session

The script will now create database, tables, stored procedures and user.

After script has successful executed. Click on Refresh SCHEMAS to show the plcsql
database.

SCHEMAS

Q |FiItE|' objects

vi&p A
L
e B lnn hanal
Subject | MySQL for PLC SQL Document: MySQL Installation Manual_V18- !
. 3.docx AILEINNICIE
Ref. MySQL Version 2018-3 Revision: 2019-03-27 by FBH |

Page 32 of 38



Installation Manual: MySQL for PLCSQL link

System parameters.

There are 3 “system parameters” placed in “Log” and “Recipe”
In both tables it is the following 3 parameters.

10001: SetCount Data type “Int”
15001: SetlD Data type “Dint”
30001: DateTimeStamp. Data type “String”

The “SetCount” parameter 10001 contains the number of parameters excluding
parameter 10001,15001, and 30001 in “this” actual “dataset”.

The “SetID” parameter 15001, contains the unique number that every “dataset” get
when something is stored in the SQL database. The “SetID” number changes only
when something is stored in the SQL database, e.g. you trigger the “Log data” function
from the PLC or you generate a new “Recipe” in the SQL database. Every time you
save a “dataset” in the SQL database, all parameters in this specific “dataset” will get
the same “SetlD” number, it is the “SetID” number that “connects” all the parameters in
this specific “dataset” together.

The “DateTimeStamp” contains the date and time when this “dataset” was stored in the
SQL database.
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Appendix, Code Snippets

A

Attention! Some the following code examples is not intended to use on a “Company” data base,
they are intended to use on a local “test” data base, so you can find out how the system is
working.

Generate a “Recipe” in the SQL data base.

Normally the “Recipe” data will be generated elsewhere in the “system”, but for testing purposes
you can generate you own recipes.

CALL sp_SaveParams(1, N'Recipe’',N'1;1.111;10002;1;15002;11111111;30003;HelloWorld 1");

Explanation

sp_SaveParams, is the name of the “Procedure” that saves the data

“1”, is a “user” number, the number is mandatory, but you can change the value.

“N” sets the character set to Unicode.

‘Recipe’ is the “Table” we are using.

“1;1.111” the first “1” is the parameter number, the “1.111” is the value to place in the parameter
“10002;1” is again parameter number “100002” and value “1”

“15002;11111111” is again parameter number “15002”, and value “11111111”
“30003;HelloWorld 1” is again parameter number “30003”, and value “HelloWorld 1”

All parameter and values are typed as “strings”, the “” at start and end defines a string.

Type definitions

1..9999 REAL type.

10001..14999 INT type, signed.

15001..19999 DINT type, signed

20001..29999 BOOL type

30001..30999 STRING types, length 1..254 characters.
CAUTION

Parameter number 10001, 15001, and 30001 are used internally and may not be written to by
the user.

Output from the PLCSQL data base

Result Grid | HH 4% Fiter Rows: |:
SetlD  ParamID  ParamValue

L 1 0.45
1 Z -45. 23

Table “Recipe_REAL”
The “SetID” is “1”
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Result Grid __i €% Fitter Rows:

Setl  ParamID  ParamValue

|1 10002 12345
Z 10002 2311

Table “Recipe INT”
The “SetID” is “1”

Result Grid __{ &% Filter Rows: |:
SetlD  ParamID  ParamValue

P |1 15002 12345678
Z 15002 121111111
= 1CMnNT 14444444

Table “Recipe DINT”
The “SetID” is “1”

Result Grid _j &3 Filter Rows: I:

SetlD  ParamID  ParamValue

|1 30002 Recpe A
Z 30002 AJOTEST

Table “Recipe _STRING”
The “SetID” is “1”

Result Grid _j &3 Fitter RD-.‘.‘S:| Ed

SetlD  SetCount  UserID  ParamValue

|1 7 1 2018-058-06 08:23:09
2 & 1 2018-09-12 11:11:15
3 &6 1 2018-09-12 11:39:46

Table “Recipe_DATETIME”
The “SetID” is “1”

“SetCount” is 4, meaning we have 4 entries in this recipe.

“UserID” is 1

“ParamValue” the date and time where this recipe was stored in the data base.

If you now from the PLC run the following command “GetParamSet;30003;HelloWorld

17,(syntax not correct, only shown for better understanding).

Then you will get the 4 parameter’s in this recipe. You can choose any of the 4 parameter in the
“GetParamSet” command, because all other parameters with the same “SetID” will be send to

the PLC.

Next time you store the same recipe or another recipe, the “SetID” will change (+1)
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A

Delete the CONTENT of the “Log” tables.

use PLCSQL

truncate
truncate
truncate
truncate
truncate
truncate

table Log_string
table Log bool
table Log_dint
table Log_int
table Log real
table Log_datetime

Delete the CONTENT of the “Recipe” tables.

use PLCSQL

truncate
truncate
truncate
truncate
truncate
truncate

table Recipe_string
table Recipe_bool
table Recipe_dint
table Recipe_int
table Recipe_real
table Recipe_datetime
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MySQL 8.xx Authentication and User

Be aware when installing MySQL 8.xx to use Legacy Authentication Method.

[Z] MysQL Installer = X

MySQL. Installer Authentication Method

MySQL Server 8.0.12

(O Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports a new authentication based on improved stronger SHA256-based password
methods. It is recommended that all new MySQL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions
A of connectors and clients which add support for this new 8.0 default authentication
(caching_sha2_password authentication).
Authentication Method
Currently MySQL 8.0 Connectors and community drivers which use libmysgiclient 8.0 support
this new method. If clients and applications cannot be updated to support this new
authentication method, the MySQL 8.0 Server can be configured to use the legacy MySQL
Authentication Method below.

(® Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

Using the old MySQL 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySQL 8 enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible.
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication,
This new method will significantly improve your security.

<Back | Next > | Cancel
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If you want to use password to connect to Mysql database please select Authentication Type
Standard. Only implemented in TIAV 15.1

B MysaL Workbench
#&  Localinstance MySQL57 x
File Edit View Query Database Server Tools Scripting Help

S
[T -

MANAGEMENT €
© server status
., Client Connections

Local instance MySQL57
Users and Privileges

9 - User Accounts Details for account Customer_ox@%
Users and Privileges
29 status and System Variables User From Host Login  AccountLimits Administrative Roles  Schema Privileges
L. Data Export Customer_ot %
-
mysqgl.infoschema  localhost : You may create multiple accounts v
L Data Import/Restore ¥3q : Login Name:  |Customer_yx to connect from different hosts.
mysql.session localhost
INSTANCE mysql.sys localhost
L For the standard password and/or
lesql % Authentication Type: | Standard p
B startup / shutdown piesa : e select ‘Standard,
root localhost
A serverLogs
#~ Options File Limit to Hosts Matching: (% ] % and _ wildcards may be used
PERFORMANCE Password: |"“"‘“'"“““ I Type a password to reset it.
&) Dashboard Consider using a password with 8 or more characters with
6—1 Performance Reports mixed case letters, numbers and punctuation marks.
&% Performance Schema Setup Confirm Password: |“""‘“"‘“"‘"‘“‘ ] Enter password again to confirm.
SCHEMAS L s Expire Password
Q "' ter objects
v é plcsgl ~
v B Tables
» [ log_bool
> log_datetime
» E log_dint
> log_int
» log_real

> log_string

> recipe_bool

» ] recpe_datetime

> recipe_dint

> recipe_int v

Information

. Add Account Delete Refresh
Object Info ~ Session
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